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g Purpose

To make the world work better

@ Promise

To inspire cultures of continuous improvement that
elevate performance and create sustainable
competitive advantage

IR

] wggm{
KL

AT i::‘a:..
Iillmlﬂ

CMMI Institute




1987

1991

The Department
of Defense (DoD)
contacts
Carnegie Mellon
University to
develop a capability
maturity model
(CMM) to assess
the quality and
capability of
their software
contractors

'||‘|‘f|'|

Carnegie Mellon’s
Software
Engineering
Institute releases
the first version
of the software
development
capability maturity
model

Software Engineering Institute
Carnegie Mellon

CMMI109V2 © 2018 CMMI Institute

Pe':aﬁle-an'd becomes

\integrated, now
called
Capability Maturity
Model Integration
(cMmI)®

& CMMrinstitute

2013 2014 2016 2017 2018

Carnegie Mellon
University founds
the CMMI Institute
in order to extend
the benefits of
CMMI beyond
software and systems
engineering to
any product or
service company
regardless of size
or industry
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g CMMIDEV

% CMMISVC
& cMMIACQ

£ PcMM
& DMM
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£ CMMIDEV

£ cMMIsVC
& cMMIACQ

£ PcMM
£ DMM

Digital can reshape every aspect of the modern
enterprise.

» Seamless multichannel experience
* Whenaver, wherever service propositions

» |mproved, real-time

management

information .
systams and * New digital
decision Enhanced ggzds”:rﬁces
making corporate

o Seamless control * Cocraation of
integration Decision making  Gonnectivity new products
into third based on big data  with customers,
parties and advanced colleagues,

analytics and suppliers
Automation Innovation
of manual activity, of products, )

* Improved replacing labor business models, * Digtal
targeting with with technology and operating marketing with
customer modsls higher return
insights Risk on investment

IR Cptimization « Digital
automated augmentation
controls and of traditional
risk profiling channels

Digital
L ELIE » Full straight-through processing
and automatic provisioning

» \firtual servicing and administration

Source: Expert interviews; McKinsey analysis
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Industry Mapping for 2016 and 2017
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Appraisals

18% Growth in
| | l Adoption in 2017

2013 2014 2015 2016 2017
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Appraisals by Constellation 2008-2017

3,000
2,500
2,000
1,500
1,000
500
- 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017
mACQ 3 6 6 8 4 6 6 3 3 1
B People CMM 3 9 4 10 6 8 7 14 5 7
mSsvC 5 38 62 108 156 173 228 223 266
mDEV 1,029 1,365 1,305 1,273 1,321 1,374 1,449 1,677 2,007 2,376

C MM Instibutess: cvmiscampei A Deliveries

D8 — 31 December 2017
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Supporting Innovation

in Manufacturing

through

e CMMI-SVC

e Design Thinking
Training

e Technology
Consulting
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MDICE

MEDICAL DEVICE INNOVATION CONSORTIUM

ALIGN | ACHIEVE | ACCELERATE



What is FDA learning from the data?

EST- SPD PLAN - SPD
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Strengths

Strong emphasis on manufacturing and assembling product
to address functionality and quality characteristics

Opportunities

Opportunity to improve how organizations ensure that the
processes important to the organization are habitually and
persistently improved

CMMI Institute

AN ISACA ENTERPRISE 14



How are manufacturers perceiving the

difference in the 2 processes?
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e Only answer questions asked

* Do not discuss improvement
opportunities or future plans

* Inspectors interrogate quality
leaders, process experts, and
record owners

* Inspectors look for evidence of
noncompliance to regulations

e Large support team with
backroom/ front room, streams,
scribes, etc.

e 2-day inspection, 1,370 hours

Be open in answering questions

Weaknesses are opportunities to
improve business processes

Talk about improvements made over
time and where we are going

Appraisers conduct group interviews
of “doers” responsible for work
products

Appraisers engage in discussions to
truly understand how the business
operates relative to best practices

Minimal disruption to site resources
and no need for backroom/front
room

5-day appraisal, 340 hours

15
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Data
Management

WHITE P

Patient Demographic

Maturity Model Data Quality (PDDQ)
FraMEeWOrK Ky o

Adopt a coordinated, organization-wide approach

US Department -
of Health and @) (@
Human Services
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CMMI Cybermaturity Platform
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Potential Vulnerabllities
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Risk Questionnaire

[PV-11

Very

[Pv-21

very

[PV-5

very

[PV-41

very

[PV-5]

[PV-11

Very

[PV-21

RE-1c: How likely Is it that Customer or Privacy Data Is disclosed because of:

Internal breach due to network

Low Low High Very High [=]

Improperly tested and/or vulnerable web service or software application leads to malicious activity?
Low Low Very High o

Attack through 3rd party pariner?

Low Low High Very High o

Staff fall victim to a social engineering attack?

Low Low Vary High [=2

Unauthorized action occurs due to authentication issue?

Low High Very High o

Poor practices due te lack of effective policy?

Low Low High Very High o

Confidential data not destroyed properly?
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Maturity Targets

Capabiliity Areas s
g i [ C [ v [
Otighest)
APPLY PROTECTION PLAN

APPLY STAKEHOLDER REPORTING

APPLY BUSINESS RISK CONTEXT

CYBERSECURITY RESOURCES

APPLY GOVERNANCE ELE!

MENTS

IMPLEMENT RISK MA}

MENT
APPLY INCIDENT RECOVERY

APPLY SECUI

PPLICATION DEVELOPMENT
APPLY DATA SECURITY PROTECTION

PPLY RISK STRATEGY

IMPLEMENT RISK IDENT]

ICATION

APPLY INCIDENT RESPONSE

ENSURE ACCES:

NTROL

APPLY PROTECTIVE TECHNOLOGY PROVISIONS

Measured Maturity vs. Target

(D Compare maturity over time
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